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PROTECTION FROM FRAUD

As part of our Consumer Education and Awareness Program under
the guidance of Central Bank of the UAE, we at BANQUE
BANORIENT FRANCE, take the security of your accounts very
seriously. While we continuously upgrade our online security
features to ensure you are always protected, it is also important
that you understand your role and obligations to ensure the safety
of your information regarding online / mobile banking, ATMs, and
Debit cards.

e Beware of Links. Banks will never send you a text or email
that asks you to click a link. If you receive this type of
message, do not respond — just delete it and call our bank
to confirm we did not send it.

e Protect your Confidential Information. The bank will never
ask for your account number, name, address, or password
in an email or text message. It will only be asked for
verification of your identity when you call our call center
support directly.
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Watch for Misspelled Words. It is very common to find
typos in a fraudulent text or email. If you find one in the
message, you know it is a fraud!

You should always be aware of the security when using an
ATM and should always follow these general tips to ensure
your personal information is kept safe:

Never disclose your Personal Identification Number (PIN) to
anyone.
Never write your PIN or Password on your ATM cards.

Memorize your PIN or Password.

In case of stolen or lost card or any suspicious transaction
on your account, contact immediately the helpline
0097143160317 and inform your branch.

Be aware of shoulder surfing while entering PIN at ATM or
POS terminals
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e Always Confirm Funds Transfers: Before sending a request
to bank for funds transfer, always confirm with the
beneficiary of funds over the phone. Do not rely only on
bank details received on emails from the beneficiary.

e Always maintain strong passwords for Online and Mobile
Banking. Avoid using simple passwords such as your name
and numbers associated with you such as date of birth etc.

e Keep your cheque books and loose cheques in safe place
and never sign a blank cheque. Blank cheques are
vulnerable to misuse or fraudulent activities.

e The bank will not be responsible if the customer share
password or ATM and Debit Card PIN with the third party,

Cyber Frauds:
Strong Passwords and MFA:

e Use strong, unique passwords for online banking accounts.
e Enable multi-factor authentication whenever available.
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Secure Devices and Networks:

e Keep devices (computers, smartphones, tablets) updated
with the latest security software.

e Use reputable antivirus and anti-malware software.

e Avoid using public Wi-Fi for online banking.

e Be careful of downloading applications from untrusted
sources.

Monitor Accounts Regularly:

e Regularly review account statements and transaction
history for any unauthorized activity.

e Set up alerts for account activity, such as large transactions
or unusual logins.

e Report any suspicious activity to the bank immediately.

Protect Personal Information:

e Be cautious about sharing personal information online or
over the phone.

e Shred or securely dispose of documents containing
sensitive information

e Be aware of social engineering tactics and avoid revealing
sensitive data.

Educate Yourself:

e Stay informed about the latest cyber fraud trends and best
practices for online security.
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e Take advantage of the educational resources provided by <l jiaa Lgaddy Al dpaidatll jabiaall (e 32lELYL 8 @
your bank.
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